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First TWSNMP FK

Most popular SNMP manager in Japan

Copyright (c) 2023 Masayuki Yamai 1/191



First TWSNMP FK

At the beginning

TWSNMP is an SNMP manager that supports the most popular SNMPv3 in Japan for
over 20 years.

It is TWSNMP FK that has been reprinted with the latest machine technology in 2023.
The TWSNMP FC that runs on the container is accessed from the web browser, but the
FK is a desktop app and does not require a browser.
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Microsoft Store

Windows version
https://www.microsoft.com/store/apps/9nsqn46p0mV.L

You can buy it.
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App Store

The Mac version is

https://apps.apple.com/jp/app/twsnmpfk/id6468539128
You can buy it.
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https://apps.apple.com/jp/app/twsnmpfk/id6468539128

First TWSNMP FK

Starting TWSNMP FK

In the case of Windows, start from the start menu to the Mac OS in your favorite method, such as from the launcher.Welcome to the
screen.Start with the <Start> button.Stop the program with the <Stop> button.The explanation screen of how to use it is displayed with

the <Help> button.

TWSNMP FKvxxx(
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Select a folder to save data

Click the <Start> button on the screen to display a dialog to select a folder to save the
data.Please select a folder.You can also create a new one.
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First map

Select a new folder and start a map without node.After a while, the log will be
displayed.

\a;l TWSNMP FK - & 0O 2 = = A 8 @ e ] )y 2

Map Node Polling Address Log syslog TRAP ARP Al System setting

Level Time v Type Node Event

No data available in table
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Flow of the first map creation

The flow of creating a map is

e Click the appropriate position on the map

e Start "Automatic discovery" from the menu

The IP address range to be searched
e Precrose automatic discovery
e Move node on map

e Line connection

You can now search for PCs, routers, servers, etc. connected to the managed network

and register on the map.

Copyright (c) 2023 Masayuki Yamai
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Map

The map screen has three large parts.

@ TwsnmprK-test 35 O o % = @ A 8 @ kK u Updae

Map Location Node Polling Address Log syslog TRAP ARP Al System setting )

(-
Q Q Q 191311 Q gj“m E E - G -

192.168.1.6
192.168.1.28 192.168.1.26 192.168.1.76 192.168.1.2 192.168.1.15 miniPC2 raspberrypi 192.168.1.13
(- (| & B &H 2 B RTT=0.001Sec
192.168.1.11 A 192.168.1.26 YMIRYZ 192.168.13 192.168.1.24 minipe
192.168.1.25

@ »
ntt setu
www.twise.co.jp o BPS
SNMP-SW-HUB 192.168.1.18

(=

192.168.18

rsma
@ \ (]

192.168.1.16
DiskStationYMI E
MacMini
Level Time v Type Node Event
© High 2023/12/03 10:18:22 polling 192.168.1.21 Change polling state:PING(ping)
) Repair 2023/12/03 10:17:09 polling 192.168.1.21 Change polling state:PING(ping)
© High 2023/12/03 10:07:52 polling 192.168.1.21 Change polling state:PING(ping)
0 Repair 2023/12/03 10:06:38 polling 192.168.1.21 Change polling state:PING(ping)
[
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Csren Cowews

Toolbar Switch the screen.

Map This is the part that displays the composition of the network.
Event Log Displays the latest 100 event logs.
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Light/dark mode switching

Click the  mark on the upper right to dark mode.l like dark mode.Probably the person
who aims for a white hacker likes dark mode.There are only white hackers in the cat
world.By Cat of the predecessor assistant.The current assistant cat seems to like both

because the pattern is black and white.

11 /191
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Map menu

Right -click the location other than the node and drawing items on the map to display.
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Add node

Draw item

Check all
Discover

Grid

Backgrand image
Reload

Edit mode
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I N

Add node Add the node to the map manually.

Draw item Add drawing items to the map.

Check all Reconfirm the node that has occurred.

Discover Displays the automatic discovery screen.

Grid Align the position of the node at the specified interval.
:Br::ggrand set backgrand image to map

Reload Update the map to the latest state.

Edit mode All drawing items are displayed regardless of the state of the

map.
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Node menu

Right -click the node on the map to display it.

Report

PING

MIB Browser
Wake On Lan
Edit

Polling
ReCheck
Copy

a
©
©
fi
=

= =]
1
|
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| Menw | Opemton

Report Displays the report screen related to the node.
Ping Displays the ping screen.

MIB browser Displays MIB browser.

gNMI Tool Displays gNMI Tool.

Wake on LAN Wake on LAN packet.

Edit Displays the screen to edit the node settings.

Polling Displays a polling list related to nodes.

ReCheck Relieve the condition of the node by executing the polling.
Copy Create a node duplication.
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Draw item menu

Right -click the drawing item on the map to display it.
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Menu | Operaton

Edit Displays the screen to edit the drawing item settings.

Copy Create drawing items.

Delete Delete drawing items.
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Discover

Automatic discovery screen.

Discover
Start IP End IP
192.168.1.0 192.168.1.254
Timeout (seconds) Retry
1 - 1 -
Port scan Polling automatic add
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Start IP
End IP
Timeout
Retry

Port scan
add polling
<Start>

<Auto IP range>

Copyright (c) 2023 Masayuki Yamai

The first IP address range to search.

The end of the IP address range to search.

This is the timeout of ping when searching.

This is the number of retrys of ping when searching.
Perform a port scan on the found node.

Polling is automatically set on the found node.

Start automatic discovery.

Automatically set the search range from the PC IP address.
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Automatic discovery is being performed

The number of nodes you have executed or discovered is displayed.

Discover progress

Total:44/255 17.25%
Found:0f255 0.00%
SNMP:0/0 0%
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Automatic discovery is being executed (with port scanning)

The number of nodes you have executed or discovered is displayed.\WWhen performing
a port scan, the discovered server function is also displayed.

Discover progress

Total:44/255 17.25%

D

Found:0f255 0.00%

SNMP:0/0 0%

Wehb:0/0 0% Mail:0/0 0%

SSH:0/0 0% File:0/0 0%

RDP/VNC:0/0 0% LDAPJAD:0/0 0%
=
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Node editing

You can edit the node from the menu or button by selecting a node on the map screen

or node list.

Copyright (c) 2023 Masayuki Yamai

Edit node

MName

192.168.1.21

lcon

Ddesktop

SNMP mode

SNMPv2c

Public key

URL

URL

Description

2023M1018IcRR

w

IP Address

192.168.1.21

=

SNMP Community

public

Address mode

Fixed IP L

Auto check
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e e

Name Node name.

|P address Node IP address.

Address o N |
mode IP address fixation (default), MAC address fixing, host name fixed.
lcon It is an icon to be displayed.

Auto recheck  When it is returned, it will be automatically normal.

SNMP mode.There are SNMPv1, V2C, V3 (authentication and

SNMP mode _
encryption).
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-

SNMP Community Community name for SNMPV1, V2C.

User

Password

Public key

URL

Description

Copyright (c) 2023 Masayuki Yamai

User ID when accessing with SNMPV3.
Password when accessing with SNMPv3.

This is the public key of the node when polling with SSH.
In the case of blank, automatically set at the first connection.

URL when accessing with browser etc.
It will be displayed on the right -click menu.
You can specify multiple by separation of comma.

Supplementary information is described.

24 /191



First TWSNMP FK

Drawing item (rectangle, elliptical)

It is an edit screen of drawing item (rectangle, elliptical).

Edit draw item

Type

rectangle v
width Height Color Display conditions

100 # 32 S L always visible v
Zoom

1 ¥
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It is a type of drawing item.You can only change it when you add

Type

s it
Width The width of the drawing item.
Height It is the height of the drawing item.
Color It is the color of the drawing item.
Display _ . .

N It is a state of the map that displays drawing items.

condition
Magnification The display rate of drawing items.
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Drawing item (label)

It is the editing screen of the drawing item (label).

Edit draw item

Type
[Label hd ]
Font Size Color Display conditions

24 g L always visible hd
Text

String to display

Zoom

1
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Tvoe It is a type of drawing item.You can only change it when you add
s it

Character size Label character size.

Color It is the color of the drawing item.

Display

It is a state of the map that displays drawing items.
condition P piay J

Character string It is a string to be displayed.

Magnification The display rate of drawing items.
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Drawing item (image)
It is the editing screen of drawing item (image).

Edit draw item

Type

Image v
width Height Display conditions

100 . 32 - always visible v m

Ima
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T

Type It is a type of drawing item.You can only change it when you add it.
Width It is the width of the image.
Height It is the height of the image.
Display , . .
» It is a state of the map that displays drawing items.

condition
| It is an image to be displayed.Select an image file with the
mage

J <Select> button.
Magnification The display rate of drawing items.
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Drawing item (polling result)

It is the editing screen of drawing item (polling result: text).

Edit draw item

Type

[Pol ling result (text) v ]
Size

24
Node Polling

select node b4 Select polling b4

Variable name

Variable name (blank fields are automatically set)

Format

Display format (blank fields are automatically set)

Zoom

1
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N

Type It is a type of drawing item.You can only change it when you add it.
Size Character size.

Node This is a node list for selecting polling.

Polling Polling that displays resuilts.

Variable name The name of the variable displayed from the polling results.
Display format Format when displaying.

Magnification  The display rate of drawing items.
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Drawing item (polling result: gauge)

It is the editing screen of drawing item (polling result: gauge).lt can be used to display
% data.

Edit draw item

Type

[Polling result (gauge) v ]
Size

24
Node Polling

select node v Select polling v

Variable name

Variable name (blank fields are automatically set)

Gauge label

Zoom
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It is a type of drawing item.You can only change it when

Type you add it.

Size Gauge size.

Node This is a node list for selecting polling. o
Polling Polling that displays results.
Variable The name of the variable displayed from the polling

name results.

Gauge label This is a character string displayed under the gauge.

Magnification  The display rate of drawing items.
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Line editing

To edit the line, press the two nodes while pressing the shift key on the map screen.

Edit line
Node1 Mode2
www.twise.co.jp ntt.setup.
Polling1 Polling2
PINGES R hd PING hd
Polling for info Info
Polling for info v
Line width Port
2
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- S

Node1 This is the first node to connect the line.

This is the first node polling that determines the color on one side of the

Polling1
oling line.

Node2 This is the second node to connect the line.

Polling? This is the second node polling that determines the color on one side of the
olling2
line.
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T

Polling for information

Information

Thickness of the line

Port

Copyright (c) 2023 Masayuki Yamai

Polling for information displayed next to the line.
Specify the traffic monitor polling.

Set the character string to be displayed next to the line.
It will be overwritten by setting a polling for information.

It is the thickness of the line.

Specify the port number used when displaying the panel.
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PING

This Is the screen to execute ping.
To get a location information, you need a Geoip database file.

B Dpoping bl Histogram \['\ 3D Chart

219.118.71.18 10 v 64 v 64 v

Result Time Resp time Size TxTTL RxTTL SrcIP Location

@ Normal 2023/12/03 11:20:28 0.005500 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:29 0.005307 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:30 0.005258 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:31 0.005934 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:32 0.005314 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:34 0.005349 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:35 0.006098 64 64 55 219.118.71.18 JP,35.690000,139.690000,

@ Normal 2023/12/03 11:20:36 0.005323 64 64 55 219.118.71.18 JP,35.690000,139.690000,
J @ Normal 2023/12/03 11:20:37 0.005531 64 64 55 219.118.71.18 JP,35.690000,139.690000, 1
,‘ @ Normal 2023/12/03 11:20:38 0.005239 64 64 55 219.118.71.18 JP,35.690000,139.690000, [

1

,‘ BEEP a ? Help M |
L‘ d
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_tems | Comems

IP address This is the IP address to run ping.

Number of times Ping is the number of execution times.

Ping packet size.

Size
The change mode is executed while increasing the size.
TTL TTL value of ping packet.
The trace route runs while increasing the TTL value.
Result Graph Ping's execution result is a graph of the response time, TTL value.
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e e

Ping execution results.

Results As a result, the date and time of implementation, the response time, the
size, the transmission reception TTL, the source IP, the location

Beep Ping will be informed by sound.
Start Start ping.
Stop Ping stops.
Close  Ends ping.
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PING Histogram

It is a histogram of response time.
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PING 3D analysis

The response time, size, and implementation date and time are displayed in 3D graphs.
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PING Line speed prediction

From the change in response time if the size is changed
This is a report that predicts the line speed.
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PING Route analysis

Display location information.lt cannot be displayed without a GEOIP database.
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MIB browser

This is a screen to get MIB information of SNMP from the node.
It is necessary to set SNMP access information in the node setting.
If you want to use MIB other than built -in, save the MIB file to the extmibs of the data folder.

Q.  system

Show| 10 ~ |entries

Index Object name
1 sysDescr.0

sysObjectlD.0
sysUpTimelnstance
sysContact.0
sysName.0
sysLocation.0
sysServices.0
sysORLastChange.D
sysORID.1
sysORID.2

O o N o B W8N

—_
o

Showing 1 to 10 of 35 entries

Copyright (c) 2023 Masayuki Yamai

[} B History b

Search:
Value

S350 Series 8-Port Gigabit Ethernet Smart Managed Pro Switch, Software Version 1.0.2.2, Boot Version
1.0.0.1

enterprises.4526.100.4.52
1323804(247 days, 3h40m38.04s)
twsnmp@gamil.com

SNMPSW

2F

79

173900(28m59s)
snmpFrameworkMIBCompliance

snmpMPDCompliance

Previous |1 2 3 4 Next

Raw data m n csv ﬁ Excel 7 Help
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I

Specify the object name of the MIB you want to get.
You can choose from the MIB tree.Example: System

Object name

<MIB Tree> Display MIB tree

] :
Button Py
Histo It is the history of the object name obtained so far.You can select and

]
i get it again.
Acquired MIB information.In the case of MIB in a table format, it is

Results

automatically displayed in a table format.
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N S

Displays the acquired MIB information without converting it.
Raw data In the case of off, convert the time data to an easy -to -understand

display.
Acquisition Get MIB information.
CSV Export the obtained MIB information of the CSV file.
Excel Export the acquired MIB information of the Excel file.
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MIB tree

This is a screen for selecting the obtained MIB object name.

Open the tree and click the object name to see the explanation.
Double click to select.

Copyright (c) 2023 Masayuki Yamai

¥ .iso.org.dod.internet(.1.3.6.1)
directory(.1.3.6.1.1)
¥ mgmt(.1.3.6.1.2)
¥ mib-2(.1.3.6.1.2.1)
¥ system(.1.3.6.1.2.1.1)
sysDescr(.1.3.6.1.2.1.1.1:DisplayString)
sysObject|D(.1.3.6.1.2.1.1.2:Objectldentifier)

The physical location of this node (e.g.,
“telephone closet, 3rd floor').

sysLocation(.1.3.6.1.2.1.1.6:DisplayString)
sysServices(.1.3.6.1.2.1.1.7:INTEGER)
sysORLastChange(.1.3.6.1.2.1.1.8: TimeStamp)
» sysORTable(.1.3.6.1.2.1.1.9)

» interfaces(.1.3.6.1.2.1.2)

> at(.1.3.6.1.2.1.3)

> ip(1.3.6.1.2.1.4)

» icmp(.1.3.6.1.2.1.5)

» tcp(.1.3.6.1.2.1.6)

» udp(.1.3.6.1.2.1.7)

i » egp(.1.3.6.1.2.1.8)

» transmission(.1.3.6.1.2.1.10)

» snmp(.1.3.6.1.2.1.11)

» rmon(.1.3.6.1.2.1.16)

» dot1dBridge(.1.3.6.1.2.1.17)

» host(.1.3.6.1.2.1.25)

ianaifType(.1.3.6.1.2.1.30)

» ifMIB(.1.3.6.1.2.1.31)

» etherMIB(.1.3.6.1.2.1.35)

» ipMIB(.1.3.6.1.2.1.48)

» tcpMIB(.1.3.6.1.2.1.49)

» udpMIB(.1.3.6.1.2.1.50)

» ipvBMIB(.1.3.6.1.2.1.55)

» ipvBlcmpMIB(.1.3.6.1.2.1.56)

» schedMIB(.1.3.6.1.2.1.63)

Bocorint AR R84
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GNMI tool

<l- class: TinyText->
This is a screen to acquire management information from Node from GNMI.
You need to set the GNMI in the node settings.

N

Target Specify the IP: port to access with GNMI.
Encoding Specify GNMI encoding.(JSON
PATH Specify the path to get.
History Path history acquired so far.You can select and get it again.
Result This is the result of acquired.
Copy Copy the acquired results.
Copyright (c) 2023 Masayuki Yamai 49 /191
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Location Map screen

This is a screen that displays the node on the map.
Map data can be used in OpenStreetMap, which is used in location information services.
You can select by clicking the node.You can move by dragging.Multiple choices cannot be selected.

— =} -
@ TWSNMP FK - test o T 8 A B & K vpaate | ) ?
" \ Map Location Node Polling Address Log syslog TRAP ARP Al System setting .
192.168.1.16
Maptiles by MIERUNE, under CC BY. Data by OpenSireethMap contributors, under ODbL.
n- e ‘“’mn
4

50 /191
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S

Edit Displays the screen of the selected node.

Polling Displays the selected node polling.

Delete Delete the selected node from the map screen.

Report Displays the selected node report screen.

Initial Save the center and zoom level of the map.The next time you open the
display map screen, it will be in the same state.

Reload Update the list of event logs to the latest state.
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Add node to location map

Right -click where you want to place the node on the map and the dialog to add is displayed.You can add it by selecting a node.

F b

Select Node

MNode

Select Node b

Copyright (c) 2023 Masayuki Yamai S22 il
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Node list

A list of nodes to be managed.

@, TWSNMP FK - test

Show| 10~ |entries

Satte 4 Name
&I High 192.168.1.21
Low 192.168.1.10
Warn 192.168.1.23
& Repair 192.168.1.12
@ Normal ntt.setup.
& Normal 192.168.1.2
&) Normal 192.168.1.3
B Normal miniPC2
B Normal YMIRYZ
& Normal 192.168.1.6

Showing 1 to 10 of 30 entries

Copyright (c) 2023 Masayuki Yamai

55

Map

o o %

—v
—-x

Location Node Polling Address

IP address ¢
192.168.1.21
192.168.1.10
192.168.1.23
192.168.1.12

192.168.1.1

192.168.1.2

192.168.1.3

192.168.1.4

192.168.1.5

192.168.1.6

MAC address

A4E:EB:F7:4B:79:5E
AB:66:7F:33:C9:C8
78:A0:3F:C6:A0:42
82:5C:E3:E7:D0O:C9

00:25:36:AB:77:53

5C:61:99:7E:29:9B

28:EE:52:566:59:65

00:EQ:4C:EC:3B:94

1C:83:41:29:83:01

A0:B7:65:FE:93:40

Log

B A 2 g K ted Updat ) 2
syslog TRAP ARP Al System setting *
X
Search:
Vendor Description
Local 20231018 EB

Apple, Inc.

Amazon Technologies Inc.
Local

Oki Electric Industry Co., Ltd.

CLOUD NETWORK TECHNOLOGY
SINGAPORE PTE. LTD.

TP-LINK TECHNOLOGIES CO. LTD.
REALTEK SEMICONDUCTOR CORP.

Hefei Bitland Information Technology
Co.Ltd

Espressif Inc.

2023M10/18Ic R
2023/10/18Ic R
2023/M10/18Ic R

Found at 2023/09/29/Protocol:http
Found at 2023/09/29/Protocol:http

Found at 2023/09/29/Protocol:http

Found at 2023/09/29/Protocol:snmp, http,ssh
Found at 2023/09/29/Protocol:snmp,ssh,cifs,rdp

Found at 2023/09/29

Previous 1 2 3 Next

¥ Check all Bicsv B Excel CyReload
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Node condition.
Severe, mild, precautions, return, normal, unknown.

State

Name Node name.

IP address Node |IP address.

MAC address Node MAC address.

Vendor The name of the vendor corresponding to the MAC address.

Description Supplementary information about nodes.
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S

Edit

Polling

Report

Delete

Reconfirm

Remost confirmation
CSV

Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Edit node settings.

Displays a list of polling related to the selected node.

Displays the selected node analysis report.
Delete the selected node.

Reconfirm the polling of the selected node.
Reconfirm all nodes polling.

Export the node list to the CSV file.

Export the node list to the Excel file.

Update the node list to the latest state.
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Node polling list

A list of polling related to nodes.

Show| 10 v |entries

State Name
O Nomd NG
Showing Tt 10f 1 entries

Level

TVPE
in

Seareh:
Log mode Lasttime
of 20231203 101:28

Previous | 1| Next

Copyright (c) 2023 Masayuki Yamai
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Choms s

Polling state.

State Severe, mild, precautions, return, normal, unknown.
Name Polling name.
Level Pauling level.
Type P.oIIing type.
Ping, SNMP, TCP, etc.
Log Log mode.

Last time This is the last date and time when polling was implemented.
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e Comems

Add Add polling to nodes.

Edit Edit the selected polling.

Copy  Create a selected polling copy.

Report Displays the selected polling analysis report.
Delete Delete the selected polling.

Reload Update the polling list to the latest state.

Close Close the list of polling.
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Basic information report

Basic information about nodes.

NNNNNNN

Description Found at 2023/09/29/Protocol:snmp, http,ssh
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node event log

This is an event log related to the node.

= Basic Info Log E Panel 0 Host Info

Show ‘m—v‘ entries Search:[

Level Time v Type Event

¥} Repair 2023/12/03 10:53:38 polling Change polling state:PING(ping)
‘Warn 2023/12/03 10:51:27 polling Change polling state:PING(ping)
Repair 2023/12/03 10:50:13 polling Change polling state:PING(ping)
‘Warn 2023/12/03 10:49:12 polling Change polling state:PING(ping)
Repair 2023/12/03 10:47:58 polling Change polling state:PING(ping)
‘Warn 2023{12/03 10:46:57 polling Change polling state:PING(ping)
Repair 2023/12/03 10:43:33 polling Change polling state:PING(ping)
Warn 2023/12/03 10:42:32 polling Change polling state:PING(ping)
Repair 2023/12/03 10:03:23 polling Change polling state:PING(ping)

Warn 2023/12/03 10:00:02 polling Change polling state:PING(ping)

Showing 1to 10 of 2,857 entries Previous ‘ 1 ‘ 2 3 45 .. 286 Next
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Panel

Displays the appearance of the node.Displays the port from the acquisition of the interface mib by SNMP or the line connection
information.The <physical port> switch can only be displayed on the physical port.Rotate the panel display with the <rotation> switch.

'= Basic Info Log B Panel o Host Info

v Name MAC Address Out packtes Out bytes In packets In bytes
GigabitEthernet1 6C:CD:D6:C3:24:61 417,218,218 184.254GB 498,759,908 140.815GB
GigabitEthernet6 6C:CD:DB6:C3:24:61 287,979,354 33.434GB 79,890,831 17.055GB
GigabitEthernet7 6C:CD:D6:C3:24:61 178,598,052 28.898GB 52,283,337 7.649GB
GigabitEthernet8 6C:CD:DB6:C3:24:61 24,219,540 10.531GB 7,598,075 1.473GB
GigabitEthernet2 6C:CD:D6:C3:24:61 0 0.000B 0 0.0008

() Physical Port Rotate
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Host information

Displays the information of the host resource mib of SNMP.If it is not compatible with the host resource MIB, it cannot be displayed.

- _ —_ — -

‘= Basic Info Log E Panel

o Host Info £ storage

Fv Device

1
{
|

|

E File System

£= Process

Name
System uptime
System date

Boot device

Boot parameters

System users
System processes
Max processes
Mem Size

CPU Load

CPU core

Value

194.95Days(1684367652)

2023/12/03 11:06:06.00+0900

393216

console=ttyS0,115200 ip=off initrd=0x00800040,4M
root=/devfsdal rw syno_hw_version=DS112jv10 ihd_num=0
netif_num=1

0

146

0

118456

0.00

1

E

| . Warn 2023/12/03 10:51:27 polling 192.168.1.12
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Change polling state:PING(ping)
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Storage

Displays the storage information of SNMP host resource mib.When you select, the addition button of the polling will be displayed.If it is
not compatible with the host resource MIB, it cannot be displayed.

—
1l imnieane . = n ] sl =X | = A @ I~ o = ~ ~
@§ Basicinfo Log B Panel @ Hostinfo £ storage ﬁ Device B File system £= Process

Type Description Size Usaed Rate Unit
Other Shared memory 7.057MB 7.057MB 100.00 1024
Other Cached memory 38.547MB 38.547MB 100.00 1024
RAM Physical memory 121.299MB 105.865MB 87.28 1024
Fixed Disk Jvolume 9.917TB 4.106TB 41.40 8192
Fixed Disk / 2.510GB 964.076MB 38.41 4096
Fixed Disk Jrun 60.649MB 8.737MB 14.41 4096
_l VM Virtual memory 2.269GB 178.917MB 7.89 1024

E

) Repair 2023/12/03 10:53:38 polling 192.168.1.12 Change polling state:PING(ping)
<
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Device

Displays the device information of the SNMP host resource MIB.If it is not compatible with the host resource MIB, it cannot be

displayed.

@} Basicinfo Log B Panel @ Hostinfo

Status 4 Index Type

Down 262147 Network
Running 262145 Network
Running 262146 Network
Unknown 196608 Processor
Unknown 393216 DiskStorage
Unknown 786432 Coprocessor

Copyright (c) 2023 Masayuki Yamai

£ storage @ Device B File system £= Process

Description Errors
network interface sit0 0
network interface lo 0

network interface eth0 0

HGST HUH721010ALE600

Guessing that there's a floating point co-processor
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File System

Displays File System, information on SNMP host sources MIB.If it is not compatible with the host resource MIB, it cannot be displayed.

'= Basic Info

Mount * Remote
/

[dev/shm

frun

ftmp

fvolumel

Copyright (c) 2023 Masayuki Yamai

Access
RW
RIW
RW
RIW
RW

Bootable
Yes

No

No

No

No
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Process

Displays the process information of SNMP host resource mib.\WWhen you select, the addition button of the polling will be displayed.If it is
not compatible with the host resource MIB, it cannot be displayed.

P
1 RN E I | o &
': Basic Info Log ﬂ Panel o Host Info S storage Fv Device

B File system £= Process

Status PID Type Name Path Param CPU Mem
Runnable 1 Application init [sbinfinit 44.81 1.323MB
Runnable 2 0s kthreadd 0.01 0.000B
Runnable 3 0s ksoftirqd/0 0.35 0.000B
Runnable 4 0s events/0 948 0.000B
Runnable 5 0s khelper 0.03 0.000B
Runnable 8 0s async/mgr 0.00 0.000B
_l Runnable 94 0s sync_supers 0.09 0.000B |
4
| =
|
B ) Repair 2023/12/03 10:53:38 polling 192.168.1.12 Change polling state:PING(ping)

Copyright (c) 2023 Masayuki Yamai
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Polling list

A list of polling to be managed.

@ TwsnvprK-test 35 O o % o= 2 A 8 @ Kk o wae] ) 7

Map Location Node Polling Address Log syslog TRAP ARP Al System setting

Show| 10~ entries Search:
State Node Name 4 Level Type Log mode Last time
O High 192.168.1.21 PING © High ping off 2023/12/03 11:29:12
Low 192.168.1.10 PING Low ping off 2023/12/03 11:28:47
A wamn 192.168.1.23 PING A Wam ping off 2023/12/03 11:28:47
' Repair 192.168.1.12 PING Warn ping off 2023/12/03 11:29:23
© Normal 192.168.1.11 PING Warn ping off 2023/12/03 11:28:33
© Normal 192.168.1.13 PING Low ping off 2023/12/03 11:28:33
@ Normal 192.168.1.14 PING O High ping off 2023/12/03 11:28:33
@ Normal 192.168.1.15 PING Low ping off 2023/12/03 11:28:33
© Normal 192.168.1.16 PING Low ping off 2023/12/03 11:28:33
© Normal 192.168.1.18 PING Low ping off 2023/12/03 11:28:33
Showing 1 to 10 of 31 entriesT row selected Previous |1 2 3 4 Next
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e oo

State Polling state.
Severe, mild, precautions, return, normal, unknown.
Node name Node related to polling.
Name Polling name.
Level Pauling disability level.
Type Polling type.
Log Polling log mode.

Final confirmation Polling final confirmation date and time.
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Add
Edit
Copy
Report
Delete
CSV
Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Add polling.
Edit the selected polling.
Copy the selected polling.

Displays the selected polling analysis report.

Delete the selected polling.

Export the polling list to the CSV file.
Export the polling list to the Excel file.
Update the polling list to the latest state.
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Polling template selection

This is the selection screen of the template displayed when adding polling.

Show| 10 ~ |entries Search:
ID Name Type Mode Description
1 PING ping PING
2 LAN port snmp ifOperStatus polling iff state
3 SNMP restart snmp sysUpTime Detect reboot
5 CPU usgage snmp stats CPU usgae
6 Storage usage snmp get storage usage
7 TCP port tcp TCP port
8 HTTP http HTTP
9 HTTPS http https HTTPS
10 TLS cert tls expire check server cert expire
Showing 1 to 10 of 25 entries1 row selected Previous | 1| 2 3 Next

Copyright (c) 2023 Masayuki Yamai 70/ 191



First TWSNMP FK

Copyright (c) 2023 Masayuki Yamai

ID

Name
Type

Mode
Description
Add

Cancel

Template number.
Polling name.

Polling type.

Ping, SNMP, TCP, etc.

Polling mode.
Polling explanation.
Select polling.

Polling Closes.
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Basic information

Basic information about polling.
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Polling log

This is a log of the polling result.lt is displayed only when the log mode is not output.

‘= Basic Info Eln Polling log Time chart B Histogram B

Show| 10 v+ |entries Search:

State Time Result

@ Normal 2023/12/0311:23:08 rtt=5045000 ttl=55
@ Normal 2023/12/0311:22:03 rtt=6338000 ttl=55
@ Normal 2023/12/03 11:20:58 rtt=5219000 ttl=55
@ Normal 2023/12/03 11:19:53 rtt=5734000 tt|=55
@ Normal 2023/12/0311:18:48 rtt=4810000 ttl=55
@ Normal 2023/12/03 11:17:43 rtt=5345000 ttI=55
@ Normal 2023/12/0311:16:38 rtt=5486000 ttl=55
@ Normal 2023/12/03 11:15:33 rtt=5611000 ttl=55
@ Normal 2023/12/03 11:14:28 rtt=6648000 ttl=55

@ Normal 2023/12/0311:13:23 rtt=5254000 ttl=55

Showing 1 to 10 of 10,001 entries Previous [1/2 3 4 5 .. 1001 Next
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Time chart

In the log of the polling result, the numerical data is displayed in a chronological graph.The displayed items can be selected at the top
of the graph.lt is displayed only when the log mode is not output.

Resp time(Sec)

oo
[
l A
i
R e e
2021203 0000

A
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‘| H | A
\
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Histogram

The numerical data in the log of the polling result is displayed on the histogram.The displayed items can be selected at the top of the
graph.lt is displayed only when the log mode is not output.
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Al analysis

This is the result of Al analysis of numerical data in the log of the polling results.It is displayed only when the log mode is set to Al
analysis and sufficient data is obtained.

@} Basicinfo 9_“ Polling log Time chart B Histogram [::: [
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Polling editing

Polling edit can be displayed from the button by selecting a polling list on the polling list.

Copyright (c) 2023 Masayuki Yamai

Edit polling

Name

PING
Level
High

Params

Params

Filter

Filter

Grok pattern

Script

Interval(Sec)

61

w

PING

Timeout(sec)

2

Mode

Log mode

None bd

Retry

o =
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T

Name Polling name.

Level Pauling disability level.
Polling type.

Type

Ping, SNMP, TCP, etc.
Mode Operation mode depends on the type of polling.

Log mode How to save the polling result log.
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Parameter Polling type and mode -dependent parameters.

Filter Polling type and filter condition that depends on mode.

Extract This is a GROK pattern that depends on the type of polling and the
pattern mode.Use when extracting data from logs.

Script Java Script that determines disability and calculates variables.
Polling o

, Polling interval.

interval

Timeout Timeout at the time of polling.

Retry This is the number of retry times when polling.
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Address list

This is a list of IP address found by TWSNMP.Only the IP address in the same segment found in the ARP watch function is

displayed.You can detect duplicate and the change in the address.

! TWSNMP FK - test

veshin

Show| 10~ |entries

State

O Duplicate
O Duplicate
O Duplicate
O Duplicate
O Duplicate
O Duplicate
O Duplicate
O Duplicate
O Duplicate

IP changed

* Address
169.254.146.42
169.254.169.170
169.254.20.47
169.254.208.20
169.254.246.49
169.254.31.116
169.254.31.90
169.254.31.91
169.254.31.92

192.168.1.10

Showing 1 to 10 of 43 entries
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& 0

MAC
18:EC:E7:7E:DF:CA
76:81:14:76:A0:8C
F8:FF:C2:5F:78:E5
00:27:10:08:13:D4
EA:7F:95:59:BC:87
EA:7F:95:59:BC:87
00:24:BE:61:F6:5B
00:24:BE:61:F6:5B
00:24:BE:61:F6:5B

A8:66:7F:33:C9:C8

]

Location Node

2 -
=1 -x
Polling Address

Node name

192.168.1.13

192.168.1.10

2 8 A 8 & ¥ @

Log syslog TRAP ARP Al System setting

Vendor
BUFFALO.INC
Apple, Inc.(Local)
Apple, Inc.

Intel Corporate
Apple, Inc.(Local)
Apple, Inc.(Local)
Sony Corporation
Sony Corporation
Sony Corporation

Apple, Inc.

Update )

Search:

Last time
2023/10/20 05:32:20
2023/10/24 03:40:31
2023/11/25 07:17:53
2023/11/04 05:27:46
2023/11/19 15:09:06
2023/11/28 06:43:04
2023/10/24 03:40:31
2023/11/04 05:27:46
2023/10/27 17:15:08
2023/12/01 22:39:40

Previous |12 3 4 5 Next

2 0 o) b
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It is the state of the address.(Normal, duplicate, IP change, Mac

State
change.)
Address IP address.
MA
c MAC address.
address
The name of the node registered on the map as a management
Node name
target.
Vendor The name of the vendor corresponding to the MAC address.

Final change This is the last change date and time.
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Add Add the selected IP address to the map.lt is displayed only when it is not
node registered.
Delete Delete the selected IP address.

Report Display the address list report.

clear Clear all address lists.
CSV Export the address list to the CSV file.
Excel Export the address list to the Excel file.

Reload Update the address list to the latest state.
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IP address usage status

This is a report on the status of the set IP address.

A IP to MAC graph(Force) @ IP to MAC Graph(circle)

192.168.1.0/24
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Relationship between IP and MAC address (force model)

This is a report that shows the relationship between IP address and MAC address with an force model. The normal address is one -on -
one for the IP address and the MAC address.You can detect MAC addresses using the same IP address on multiple Macs or having
multiple IP addresses.

A\ IP to MAC graph(Force) @ P to MAC Graph(circle)

w
2]

w
4
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Relationship between IP and MAC address (circular model)

This is a report that shows the relationship between IP address and MAC address with a circular model. The normal address is one -on
-one for the IP address and the MAC address.You can detect MAC addresses with the same IP address on multiple Macs or have
multiple IP addresses.

A\ 1P to MAC graph(Force) @ P to MAC Graph(circle)

Sk

Sk

ﬁ
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PKI CA construction

This is the screen before building a CA for the PKI function.

@ TWSNMP FK -

Create CA
Name
test
DNS Name
ymimacmini.local,192.168.1.250,192.168.1.66
ACME Base URL
https://<host|ip>:pol
CRL/OCSP/SCEP Server Base URL
http://<host|ip>:port
CA Key Type CA Term(year) CRL Interval(H)

ECDSA P256 08 248

Copyright (c) 2023 Masayuki Yamai

Cert Term

87608

CRLJOCSP/ Server Port

80818

ACME Port

80828

B Create CA
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-

This is the name of the CA.I'll try to use the Subject of the CA

Name .
certificate.
Specify the CDP of the certificate to be issued, the OCSP
DNS name address, the host name and IP address to be used for SANs for
the certificate of the ACME server, separated by commas.
This is the basic URL for the ACME server.Blanks will be
ACME URL

automatically set from the host name.

OCSP/SCEP This is the basic URL for the CRL/OCSP/SCEP Server.Blanks will
Server URL be automatically set from the host name.

CA key type Specify the CA key type.
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-

CA certificate duration

CRL Update Interval
Certificate Period

CRL/OCSP/SCEP server port
number

ACME Server Port Number

Copyright (c) 2023 Masayuki Yamai

Specify the number of years the certificate is valid.
Specify the CRL update interval in hours.

Specify the period of the certificate to be issued in
hours.

Specify the HTTP server port number.Cannot be
changed later.

Specify the ACME Server Port Number.Cannot be
changed later.
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Certificate list

After the CA is built, the certificate list screen will be displayed.You can check the issued certificate.

D

182b5e86544be7f0 CN=test Root CA,O=test 2025/03/10 16:33:
182b5e86544be7f1 CN=test SCEP CA 2025/03/10 16:
182b5e86544be7f2 CN=test ACME Server 2025/03/10 16:33:%

.'Crutecsﬂ .?cralhcart -MCA f2Server Control .ﬁnllnad
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Chen e

Status
Type

ID
Subject
Node
Created
Expire

Revoked

Copyright (c) 2023 Masayuki Yamai

Certificate status.
Certificate type.

Certificate serial number.

A Subject for the certificate.

The node where the certificate was obtained.

The start date and time of the certificate period.

The end date and time of the certificate period.

The date and time the certificate was revoked.
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Create CSR Displays the screen for creating a certificate request (CSR).

Certificate creation Read the CSR and issue the certificate.

CA Initialization Destroy CA.

Server Control Displays the server control screen.
Renew Update the certificate list.

Revokes Revokes the selected certificate.
Export Saves the selected certificate to a file.
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Create CSR

This is the screen for creating a certificate request (CSR).

Copyright (c) 2023 Masayuki Yamai

Create CSR

Key Type

RSA 4096bits

Common Name

Organization

Country

JP

Organaizational Unit

Locality

P Create E (S cCancel
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N S

Key type

Name

SANs

Organization name
Organization Unit
Country code
State/Province name

City name

Copyright (c) 2023 Masayuki Yamai

Specifies the key type for CSR.

Specifies the value for CN.

Subject Alt Names are specified, separated by commas.
Specify the organization name.lt's OK to leave blank.
Specify an organizational unit.lt's OK to leave blank.

Specify the country code.lt's OK to leave blank.

Specify the state or prefecture name.lt's OK to leave blank.

Specify the city name.lt's OK to leave blank.
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Server Control

This is a screen that controls the operation of the PKI server.

Server Control

i ACME Server:stopped

i CRL/OCSF/SCEP Server:stopped

«| ACME Server CRL/OCSP/SCEP Server
ACME Base URL

https://192.168.1.250:8082

CRL Interval(H) Cert Term

248 87608

M Set ' &) Cancel
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ACME Server Start the ACME server.

CRL/OCSP/SCEP
Server

Start the CRL/OCSP/SCEP server.

fios th .
ACME Server Basic URL Specifies the basic URL that the ACME server responds

to.
CRL Update Interval Specify the CRL update interval in hours.
Certificate Period Specify the period of the certificate to be issued in hours.
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Event Log

This is the event log screen.At the top, there is a graph showing the number of logs in

chronological order.

'@, TWSNMP FK - test 3

Map

o

Location

]

Node

Q
=3
Polling

=1 B B A B8

Address  Log  syslog  TRAP  ARP

Hgh (B Lo (@ wam Other

@ K = Update ) ?

Al System setting

Show| 10

Level

© Info
Warn

© info

) Repair

Info
Warn
©® Info
O High
' Repair
© info

entries

Time

2023/12/03 09:14:08
2023/12/03 09:13:37
2023/12/03 09:13:08
2023/12/03 09:12:23
2023/12/03 09:12:08
2023/12/03 09:11:22
2023/12/03 09:11:08
2023/12/03 09:11:07
2023/12/03 09:10:08

2023/12/03 09:10:08

Showing 1 to 10 of 7,835 entries
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v Type
oprate
polling
oprate
polling
oprate
polling
oprate
polling
polling

oprate

Node name

192.168.1.12

192.168.1.12

192.168.1.12

192.168.1.21

192.168.1.12

Event

node=30,down=4,rate=86.67%
Change polling state:PING(ping)
node=30,down=3,rate=90.00%
Change polling state:PING(ping)
node=30,down=4,rate=86.67%
Change polling state:PING(ping)
node=30,down=3,rate=90.00%
Change polling state:PING(ping)
Change polling state:PING(ping)

node=30,down=3,rate=90.00%

Search:

Previous |11 2 3 4 5 .. 784 Next

- Lo U
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Level Log level.There is severe, mild, attention, return, and information.
Date and time The date and time of the log is recorded.
Type Log type. Polling, System, Oprate, User, ArpWatch,

Name of node related to logs.

Related node _
The blank means that there is no related node.

Event This is an event that occurred.
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ome o

Filter

Delete all logs
Report

CSV

Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Specify the search conditions and display the log.

Delete all event logs.

Displays the event log analysis report.
Export the event log to the CSV file.
Export the event log to the Excel file.

Update the list of event logs to the latest state.

98 / 191



First TWSNMP FK

Event log filter

This is a dialog that specifies the search conditions for the event log.

Filter

Level

All

Type

Node name

Event

Copyright (c) 2023 Masayuki Yamai
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S

Level Log level.All, there are more attention, more than severe, mild.
Type Log type. Polling, System, Oprate, User, ArpWatch,
Related node Search by node name related to the log.

Event Search by the string of the event that occurred.

The string can be searched by regular expression.
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Event log count by state

This is a report of the number of event logs by state (level).

E
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Event log Heatmap

This is a report of the number of cases of each event log on the heat map.
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Event log count by node

This is a report of the number of event logs by node.
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Operating rate

This is a report that uses a chronological graph of the value of the operating rate
(OPRATE) in the event log.
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ARP watch

This is a report of the value of the address usage rate (ARPWATCH) in the event log as
a chronological graph.
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Syslog

Syslog screen.At the top, there is a graph showing the number of logs in chronological
order.

‘@ TwsnwprK-test 35 0 o % o= 5 A B8 § K o ] ) 7

Map Location Node Polling Address Log syslog TRAP ARP Al System setting

vign (D @ van Other

Show| 10~ entries Search:
Level Time v Host Type Tag Message
©® Info 2023/12/03 11:43:01 raspberrypi notice:user loadmon 11:43:01 up 343 days, 40 min, 3 users, load average: 0.33, 0.15, 0.09
® info 2023/12/03 11:43:01 raspberrypi notice:user memmon Mem: 3878088 412188 776552 234680 2689348 3029908
® info 2023/12/03 11:43:01 raspberrypi notice:user diskmon /devfroot 30450024 8098308 21063472 28% |
® info 2023/12/03 11:42:01 raspberrypi notice:user loadmon 11:42:01 up 343 days, 39 min, 3 users, load average: 0.16, 0.09, 0.07
@ info 2023/12/03 11:42:01 raspberrypi notice:user memmon Mem: 3878088 413064 775820 234540 2689204 3029172
® info 2023/12/03 11:42:01 raspberrypi notice:user diskmon Jdevfroot 30450024 8098304 21063476 28% |
® info 2023/12/03 11:41:01 raspberrypi notice:user loadmon 11:41:01 up 343 days, 38 min, 3 users, load average: 0.07, 0.08, 0.06
2023/12/03 11:41:01 memmon Mem: 3878088 412356 776560 234540 2689172 3029852
® info 2023/12/03 11:41:01 raspberrypi notice:user diskmon [devjroot 30450024 8098272 21063508 28% /
0 info 2023/12/03 11:40:01 raspberrypi notice:user loadmon 11:40:01 up 343 days, 37 min, 3 users, load average: 0.04, 0.08, 0.06
Showing 1 to 10 of 10,000 entries1 row selected Previous | 1/2 3 4 5 .. 1000 Next

T ) o) e
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Chems e

Level Syslog level.There is severe, High,Low, Warn, and information.

Date and time It is the date and time when | received syslog.

Host SYSLOG source host.

Type Syslog Facility and priority string.
Tags Syslog tag.Process and process ID.
Message Syslog message.
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e cowews

Polling

Filter

Delete all logs
Report

Export CSV
Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Register the polling from the selected syslog.

Specify the search conditions and display syslog.

Delete all syslogs.

Displays Syslog analysis reports.

syslog to CSV file.

EXCEL file is exported to syslog.

Update the list of syslog to the latest state.
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Syslog Filter

This is a dialog that specifies the search conditions for syslog.

Copyright (c) 2023 Masayuki Yamai

Filter

Level

Info

Host

Tag

Message
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T

Syslog level.

Level All, more than information, more than caution, mild or higher, more
severe.

Host It is the source host.

Tags The value of the syslog tag.

Message Syslog message.

*Host, Tag,Message can be searched in regular expressions.
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Syslog count by state

This is a report of the number of syslogs by state.
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Syslog Heatmap

This is a report of the number of cases of syslog on the heat map.
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Syslog count by host

This is a report of the number of syslogs by the source host.
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Syslog count by host (3D)

This is a report displayed in three -dimensional graphs of Syslog, source host, priority,
and time.
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Syslog FFT

This is a report that analyzes Syslog for each host and analyzes the number of
receiving cases.
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SNMP TRAP

SNMP Trap log screen.At the top, there is a graph showing the number of logs in
chronological order.

‘@ TwsnwprK-test 35 0 o % o= 85 A B8 § K o ] ) 7

Map Location Node Polling Address Log syslog TRAP ARP Al System setting

Show| 10~ entries Search:
Time v From address Trap type Variables
. UpTimelnst =0.05%(5, TrapOID.0=coldStart
202312/02 14:26:04 192.168.1.210{minipc) coldStart PR ) S AL colastar

snmpTrapEnterprise.0=netSnmpAgentOIDs.10
sysUpTimelnstance=24.938(215414789) snmpTrapOID.0=nsNotifyShutdown

2023/12/02 14:26:04 192.168.1.210(mini NotifyShutd . e .
12/ (minipc) nsiotifyShutdown snmpTrapEnterprise.0=netSnmpNotificationPrefix
Showing 1to 2 of 2 entries Previous | 1| Next
) 5 6 )
= 4
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s e

Date and time  This is the date and time of receiving SNMP Trap.
Sending source SNMP Trap's source host.

Type SNMP Trap type.

Variables Variables attached to SNMP Trap.
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T

Polling

Filter

Delete all logs
Report

CSV

Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Register the polling from the selected SNMP Trap.

Specify the search conditions and display SNMP Trap.

Delete all syslogs.

Displays the analysis report of SNMP Trap.
Sport the SNMP Trap to the CSV file.

Export SNMP Trap to Excel file.

Update the SNMP Trap list to the latest state.
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SNMP TRAP Filter

This is a dialog that specifies the search conditions for SNMP Trap.

Filter

From address

Trap type
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s conuns

Sending source It is the source host.

Type SNMP Trap type.

*Character strings can be searched in regular expressions.
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SNMP TRAP count by TRAP type
This is a report of the number of SNMP traps by type.
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SNMP TRAP Heatmap
This is a report of the number of cases of SNMP TRAP on the heat map.
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SNMP TRAP count by host

This is a report of the number of SNMP Trap receiving cases by source host.
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SNMP TRAP send source and type (3D)

This is a report displayed in the source host, type, and three -dimensional graph of the SNMP Trap receiving log.
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NetFlow

This is the analysis screen of Netflow.

TWSNMP FK - test as I

Map ca

entries Search:

v Src Addr Location Dst Addr Location Protocol Packets Bytes Duration

2024/05/02

:225:36ff:feab: ::1c81: 3371 6-i
17:13:00.943 feB0::225:36ff:feab:7753 LOCAL,0,0, 1e80::1c81:90bd:3371:7699 LOCAL,0,0, ipvB-icmp

feB0::1c81:90bd:3371:7699 LOCAL,0,0, fe80::225:36ff:feab:7763 LOCAL,0,0, ipvB-icmp

2024/05/02

2.168.1. 2.168.1. P
17:13:00.943 192.168.1.17 LOCAL,0,0, 192.168.1.1 LOCAL,0,0, udp

LOCAL,0,0, 192.168.1.17 E LOCAL0,0, udp

2024/05/02
17:13:00.943
15/02
17:13:00.943
2024/05/02

LOCAL,0,0, 192.168.1.1 LOCAL,0,0, udp
LOCAL,0,0, 192.168.1.17 56040  LOCALO,0, udp
LOCAL,0,0, 192.168.1.1 53 LOCAL,0,0, udp
LOCAL,0,0, 192.168.1.17 LOCAL,0,0, udp
2024/05/02

17:13:00.943

2024/05/02
17:13:00.943

JP,35.918300,139.610200,Kawagoe 2404:6800:4004-80f: 443 AU,-27.000000,133.000000, udp
2404:6800:4004:80f: AU,-27.000000,133.000000, 240d:2:6306:6700:e819:3634-7ef3:a41d 59686 JP,35.918300,139.610200,Kawagoe udp 72 1.82

ng 1ta 10 of 10,000 entries Previous 1 « 1000 Next

o (e (S () (O (e
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Explanation of table items

- S

Date and time  The date and time of receiving Netflow.

Sending source It is the source IP.

Port It is the port number of the source.

Location It is the source of the source.GEOIP DB is required.
Address |P for the destination.

Port The destination port number.

Location It is the destination position.GEOIP DB is required.
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Chams —comens

Protocol Protocol such as TCP/UDP/ICMP.
TCP flag TCP flag.

Packet = The number of sending packets.
Byte The number of sending bytes.

Period Flow communication time.
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Button

T S

Filter Specify the search conditions and display Netflow.

Delete all logs Delete all Netflow.

Copy Copy the selected log.

Report Displays Netflow analysis reports.

CSV Export Netflow to CSV file.

Excel Export Netflow to Excel file.

Update Update the Netflow list to the latest state.
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Filter item

It is a filter for netflow search.

Copyright (c) 2023 Masayuki Yamai

Filter

Start End

2024f05/02 12:30 2024f05/02 12:30

¥ Single Mode

Location

Protocol TCP Flags

& Search l S)Cancel
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e T e

Start date and
time

End date and
time

Simple mode

IP

Port

Location

Copyright (c) 2023 Masayuki Yamai

Specify the date and time of the search start.

Specify the date and time of the search termination.

Mode to apply IP, port, and position in both directions.

In the case of simple mode, specify the source and destination
IP.

In the case of simple mode, specify the source and destination
port.

Specify the source and destination position in the case of simple

mode.
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s oomens

Sending source IP  Specify the source IP.

Port

Location
Destination IP
Port

Location

Protocol

TCP flag

Copyright (c) 2023 Masayuki Yamai

Specify the source port.
Specify the source position.
Specify the destination IP.
Specify the destination port.

Specify the destination position.

Specify the protocol name.

Specify the TCP flag.
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Netflow report

Heat Map
Histogram
Traffic

TOP List
TOP list (3D)
IP Pair Flow

Copyright (c) 2023 Masayuki Yamai

Heat map by time zone of Netflow's receiving number.
Histgram of numerical data.

This is a time -series graph of traffic.

This is a ranking report for each item.

Ranking reports for each item are displayed in 3D graphs.

The combination of communication is displayed in a graph.
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FFT Analysis Analyzing the communication cycle with FFT.

FFT Analysis Analyze the communication cycle with FFT and display it on the
(3D) 3D graph.

Map Display the position of the IP address on the map.
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sFlow

This is the analysis screen of sFLOW.

TWSNMPFK-test 26 O O S5 =X B & K~ (‘upeae )

Map Location Node Polling Address o TRAP NetFlow sFlc ARP Al System setting

Show 10 entries Search:

Time y SrcAddr Location MAC Dst Addr Port Location MAC Protacol TCP Flags Bytes ::z:’:
2024/06/30 10:24:19.675 192.168.1.31 LOCAL,0,0, 24:fe:9a:07:d2:a9 255.255.255.255 3289 LOCAL,0,0, 24:fe:9a:07:d2:a9 2 289
2024/06/30 10:24:14.718 192.168.1.31 LOCAL,0,0, 24:fe:9a:07:d2:a9 255.255.255.255 LOCAL,0,0, 24:1 )7:d2:a9 2 289
2024/06/30 10:24:04.692 192.168.1.31 LOCAL,0,0, 24:fe: :d2:a9 255.255.255.255 LOCAL,0,0, 24:fe:9a:07:d2:a9 2 289
2024/06/30 10:23:45.689 192.168.1.203 LOCAL,0,0, 00:11:32:2e:9d:8f 192.168.1.265 LOCAL,0,0, :11:32:22:9d: 289
2024/06/30 10:23:29719  fe80:f820:44f3:230:ec1 LOCAL,0,0, :3a: : A LOCAL,0,0, : : icmpve

2024/06/30 10:23:29.719 fe80:: : LOCAL,0,0, :a6:! o ; LOCAL,0,0, 3 icmpv6

2024/06/30 10:23:28.719 i E : LOCAL,0,0, -3a: :af g 348 LOCAL,0,0, :dd:92:af:43 icmpvé

2024/06/30 10:23:28.719 : :fa3 LOCAL,0,0, : 3 LOCAL,0,0, : :91:40:¢3 icmpve

2024/06(30 10:23:27.690 :44§3:e30: LOCAL,0,0, :3a:dd:92:af: : LOCAL,0,0, :dd:92:a:43 icmpv6

2024/06/30 10:23:27.690 fe80::bf7: :fa3; LOCAL,0,0, o+ -40: LOCAL,0, icmpve

Showing 1to 10 of 1,954 entries Previous 1 w196 Next

C - O D

Flow sample
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I

Address |P for the destination.

Port The destination port number.

Location It is the destination position.GEOIP DB is required.
Mac This is the destination MAC address.

Protocol Protocol such as TCP/UDP/ICMP.

TCP flag TCP flag.

Byte The number of sending bytes.
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Description of button

S e

Counter Switch between flow samples and counter samples.

Filter Specify the search conditions and display sFlow.
Delete all logs Delete all sFlow.

Copy Copy the selected log.
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s o

Report
CSV
Excel

Update

Copyright (c) 2023 Masayuki Yamai

Displays SFLOW analysis reports.
Export sFlow to CSV file.
Export SFLOW to Excel file.

Update the SFLOW log to the latest state.
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Flow sample filter item

-

Start date and

' Specify the date and time of the search start.
ime

End date and _ _ L
Specify the date and time of the search termination.

time

Simple mode Mode to apply IP, port, and position in both directions.

P In the case of simple mode, specify the source and destination
IP.

Port In the case of simple mode, specify the source and destination

port.

Copyrighl,(SLARGH Masayuki vamai OPecify the source and destination position in the case of simplesg /191
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Port

Location
Destination |IP
Port

Location
Protocol

TCP flag
e XFFIE. FRERTRETEEXT,
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Specify the source port.
Specify the source position.
Specify the destination IP.
Specify the destination port.

Specify the destination position.

Specify the protocol name.

Specify the TCP flag.
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Counter sample

e s

Date and time It is the date and time when the SFLOW sample received.

Sending source It is the source IP.

Type The type of counter sample.(l/F, CPU, Memory, Disk, Netowk)

Data Data of counter sample.
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Counter sample filter item

T

Start date and time Specify the date and time of the search start.

End date and time  Specify the date and time of the search termination.
Submit Specify the source.

Type Specify the type of counter sample.

o The character string can be searched by regular expression.

Copyright (c) 2023 Masayuki Yamai 141/ 191



First TWSNMP FK

Flow sample report

Heat map Heat map showing the number of log time.

Communications This is a time -series graph of communication volume.

TOP List This is a ranking report for each item.

TOP list (3D) Ranking reports for each item are displayed in 3D graphs.

IP Pair Flow The combination of communication is displayed in a graph.

FFT Analysis Analyzing the communication cycle with FFT.

FFT Analysis Analyze the communication cycle with FFT and display it on the
(3D) 3D graph.

Map Display the position of the IP address on the map.
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Counter sample report

Report
Contents
name

Heat map Heat map showing the number of log time.

This is a time -series graph of the communication volume (Bytes/Sec)

I/F BPS
obtained from I/F sample.

This is a time -series graph of the communication volume

I/F PPS
(Packets/Sec) obtained from I/F sample.
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Report
Contents
name

CPU usage rate and load time series graph acquired from CPU

CPU
sample.
Memory is a graph of memory usage and available capacity obtained
Memory
from a sample.
DISK This is a graph of disk usage and access amount acquired from Disk
sample.
Network Network is a graph of network usage obtained from sample.
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ARP warch log

ARP watch log screen.
At the top, there is a graph showing the number of logs in chronological order.

' TWSNMP FK - test

a5

Map

[} ]

Location Node

o

2=

Polling

—_
=
Address

5] A

Log syslog TRAP

B 8 W

ARP Al System

]

setting

Update

Show

10 ~

State

¥}
0
9

¥}

o

LR - B e

Change
Change
Change
Change
Change
Change
Change
New

Change

Change

entries

Date and time
2023/12/02 13:59:41
2023/12/01 22:39:40
2023/12/0116:34:39
2023/12/0115:24:39
2023/12/0111:29:38
2023/11/30 23:38:12
2023/11/30 15:28:11
2023/11/28 06:43:04
2023/11/28 02:38:04
2023/11/28 00:03:01

Showing 1to 10 of 87 entries
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v IP address

192.168.1.17
192.168.1.10
192.168.1.23
192.168.1.17
192.168.1.13
192.168.1.17
192.168.1.17
169.254.31.116
192.168.1.17

192.168.1.23

Node

192.168.1.10

192.168.1.23

192.168.1.13

192.168.1.23

New MAC

00:24:BE:61:F6:5B
AB:66:7F:33:C9:C8
78:A0:3F:C6:A0:42
00:27:10:08:13:D4
F8:FF:C2:5F:78:E5
AB:66:7F:33:C9:C8
00:27:10:08:13:D4
EA:7F:95:59:BC:87
AB:66:7F:33:C9:C8

00:24:BE:61:F6:5B

New vendor

Sony Corporation

Apple, Inc.

Amazon Technologies Inc.
Intel Corporate

Apple, Inc.

Apple, Inc.

Intel Corporate

Apple, Inc.(Local)

Apple, Inc.

Sony Corporation

Old MAC

00:27:10:08:13:D4
F8:FF:C2:5F:78:ES
00:24:BE:61:F6:58
AB:66:7F:33.C9:C8
78:A0:3F:C6:A0:42
00:27:10:08:13:D4

AB:66:7F:33:C9:C8

92:A5:CC:DD:CC:0E

AB:66:7F:33:C9:C8

Search:

Old vendor

Intel Corporate

Apple, Inc.

Sony Corporation

Apple, Inc.

Amazon Technologies Inc.
Intel Corporate

Apple, Inc.

Local
Apple, Inc.

Previous (1|2 3 4 5

9 Next
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s o

State Log status.Either new or change.

Date and time The date and time of the log.

IP address IP address to log.

Node The name of the node registered on the map.
New MAC New discovery or MAC address after change.
New vendor  The vendor name of the new MAC address.
Old MAC MAC address before change.

Old vendor This vendor name of the old MAC address.
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s o

Report
CSV
Excel

Reload

Copyright (c) 2023 Masayuki Yamai

Displays the ARP watch log analysis report.
Export the ARP watch log to the CSV file.
Export the ARP watch log to the Excel file.

Update the list of ARP watch logs to the latest state.
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ARP watch log count by IP address

This is a report of the number of logs by IP address.The IP address with many changes is obvious at a glance.

lsi; Count by IP | 3D chart

sk

E
T T
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ARP watch log count by IP address (3D)

This is a report of ARP watch logs from both IP addresses and time series.The time of new discoveries and changes is obvious at a
glance.

Sk
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Al analysis

The screen of the Al analysis list.Only the list is displayed in the polling log settings and the analysis is performed.

- o -y
‘& ) & MO [ =% B A B @ K o T 9
e \ TWSNMP FK tost Map Location Node Polling Address Log syslog TRAP ARP Al System setting = ) *
Show 10 + | entries Search:
Anomaly score * Node Name Polling Count Last time
© 5097 www.twise.co.jp PINGE: 1R 342 2023/12/03 05:00:00
Showing 1to 1of 1 entries Previous | 1| Next
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-

A deviation value that indicates the degree of anomaly of Al analysis
results.

anomaly

score
50 is average.Large values are highly anomaly.

Node name The name of the node to be analyzed.

Polling Polling for Al analysis.

The number of data to be analyzed Al.If you are small, the accuracy
Data count _

will be low.
Last time The last date and time of Al analysis.
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s omems

Report Displays reports on the selected Al analysis results.

clear Clear the selected Al analysis results.

Reload Update the Al analysis list to the latest state.
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Al anomaly score heatmap

This is a report showing an anomaly score on a daily heat map.It indicates that the red color is the time when the anomaly has
occurred.
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Al anomaly score percentage

The percentage of the anomaly score in the entire period is shown in a circular graph.
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Al anomaly score time chart

This is a report that displays an anomaly score in chronological order.
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System

System information screen.At the top, there is a graph showing log resources and communication information in a chronological order.

Map Location Node Polling Address Log syslog TRAP ARP Al System setting

'@, TwsNmPFK-test 35 O o % = & A 82 9 U 2 ) | 3| ?

—8-cru —@ vem —@- Disk ([l Load

Time vy CPU Memory Disk Load Network Connections Processes DB Slze

2023/12/03 11:48:58 11.05% 59.25% 91.20% 1.80 223KBPS 42 764 419.058MB
2023/12/03 11:43:58 8.23% 59.09% 91.19% 142 115KBPS 43 762 419.058MB
2023/12/03 11:38:58 9.30% 59.00% 91.19% 161 113KBPS 43 762 419.058MB
2023/12/03 11:33:58 9.62% 58.98% 91.19% 173 154KBPS 43 763 419.058MB
2023/12/03 11:28:58 9.88% 58.34% 91.18% 201 168KBPS 44 763 419.058MB
2023/12/03 11:23:58 9.20% 58.65% N17% 142 100KBPS 44 763 419.058MB
2023/12/03 11:18:58 8.99% 58.30% 91.17% 164 221KBPS 45 762 419.068MB

@ %Backnp
d
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S e s

, It is the date and time when System information is
Date and time

recorded.
CPU CPU usage rate.
Memory Memory usage rate.
Disk Data folder is the usage rate of disks.
Load load.

Communication o
LAN port communication amount.

amount
Connection number TCP connection number.
Process Total number of processes.

Copyri c) 2023 Masayuki Yamai _ 157 [ 191
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T

Size prediction Database size and disk usage rate are forecast for one year.

Backup Get backup.

Reload Update System information to the latest state.
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Size prediction

This is a year forecast for the database size and disk usage rate.

T, TWSNMP FK - test A SO S S B A B 4 K & )| ?

vi X
ation Node Polling Address Log syslog TRAP ARP Al

'2023/12/03 11:18:58 B.99% 58.30% 91.17% 164 221KBPS 45 762 4719.058MB
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Map settings

This is the screen to set the management map.

Polling interval (seconds) Timeout (seconds)

SNMP mode SNMP Community

SNMPvZc public

~ Syslog ~ SNMP TRAP
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Map name.lIt will be displayed in the upper left of the screen.

Map name . .
Please give your favorite name.
Ilcon size It is the size of the icon to be displayed on the map.
Pollin
_ J Default polling interval.
interval
Timeout Default timeout.
Retry Default number of retry times.
Log saving It is the number of days to save the log.The log will be deleted
days automatically after passing.
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SNMP version and type of encryption.(SNMPV1, SNMPv2C,

SNMP mode

SNMPv3)
SNMP .
_ Community name for SNMPV1, V2C.
Community
SNMP user User name at SNMPVa3.

SNMP password Password name for SNMPV3.

Syslog Receive syslog.

SNMP Trap Receive SNMP Trap.

SSH Seerver SSH Server

ARP Watch Enable ARP monitoring function.
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When you want to change the receiving port of syslog, SNMP Trap

The port number is specified by the startup parameter of the program.

—-syslogPort int
Syslog port (default 514)
—trapPort int
SNMP TRAP port (default 162)
—-sshdPort int
SSH Server port (default 2022)

*If SYSLOG or SNMP Trap cannot be received, check the OS and security software
firewall settings.
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Notification settings

This is the screen to set the notification.

Copyright (c) 2023 Masayuki Yamai

& Map > Notify € Alanalysis

Mail server

192.168.1.210:25

Subject

TWSNMP FKir & 388

Notify Level

Disable

LINE Level

Warn

‘Command execution

Sound played when severe failure occurs

v

~

I Location Conf

Don't check server certificate

Notification interval (seconds)

60

Notify repair

User

smtp user

Mail from

yamai@miniPC

Report Mail

LINE Netify Token

Sound played whe:

Mail to

yamai@miniPC

Notify repair

n a problem is more than mild

D D D D
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Mail server

Do not check the server
certificate

User
Password

Form

To

Copyright (c) 2023 Masayuki Yamai

Specify a mail server to send notification emails.
Host name or IP address: port number

Check when the specified mail server is self
certificate.

Set a user ID for authentication.
Set the password for authentication
Sending source email address.

Notification email destination email address.
You can specify multiple by separation of comma.
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Subject Notification email subject.

Notification level Specify the monitoring level to send disability notifications.
Notification interval Specify the interval to check the naotification.
Regular report Send a daily report.

repair notification  We will also send an email when you repair.
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Line Notification level Specify the monitoring level to send LINE notifications.

Repair notification We will also send an email when you repair.

LINE Token LINE Notify token
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Command execution

Sounds played during severe
disorders

Sounds played during mild
disability

Copyright (c) 2023 Masayuki Yamai

Run the command specified in the state parameter

when the map changes.
$ Level is in the map.0: Severe, 1: Mild, 2: Note, 3:

Normal, -1: Unknown

Specify the audio file to play when the state of the
map is severe.

Specify the audio file to be played when the state of
the map is mild.

168 / 191



First TWSNMP FK

Email send test

Click the <Test> button to send the test email with the configured content.
Click the <LINE Test> button to send the test LINE message with the configured

content.
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Al analysis setting

This is the screen to set Al analysis.

Level to be judged as High

in 10,000 chance

Level to be judged as Low

1in 1000 chance

Level judged as Warn

in 100 chance
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Level to be Specify the deviation level of Al analysis determined as severe
high disorder.

Specify the deviation level of Al analysis determined as mild

Level to be low
disorder.

Level to be

warn Specify the deviation level of Al analysis determined as a disorder.
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About Al analysis

e The Al analysis is implemented by setting the log mode to "Al analysis" in the
polling settings.

e An anomaly detection of the numerical data of the polling result in isolation forest.
e The results are set to deviation values.
e The deviation value is familiar to school results.Ilt shows how rare it is.

e S0, the disability level setting is an expression of once every 10,000 times.
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Location map settings

This is the screen to set the map.
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2 Map > Notify €3 Alanalysis

I} Location Conf

"version": 8,
“sources": {
"MIERUNEMAP": {
"type": "raster",
"tiles": ["https://tile.mierune.co.jp/mierune_mono/{z}/{x}/{y}.png"],
"tileSize": 256,
"attribution":

“Maptiles by <a href="'https://mierune.co.jp/' target="_blank'>MIERUNE</a>, under CC BY. Data by <a

href="https://osm.org/copyright’ target='_blank'>0penStreetMap</a> contributors, under ODbL."
}
by
"layers": |
{
"id": "MIERUNEMAP",
"type": "raster",
"source": "MIERUNEMAP",
"minzoom": @,
"maxzoom": 18

Center Zoom

135.33885756281734,39.614306840830096 3.938037351751598

Icon size
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Style Specify the map style.Specify in URL or JSON.

The central coordinates on the map are in the order of longitude
Central

coordinates

and latitude.
Example: 135.3338576281734, 39.614306840830096

Zoom Specify the enlargement level of the map.

lcon size Specify the size of the icon to be displayed.
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About map style

The map is displayed using Maplibre GL JS.The map to be displayed is specified in the
style.

You can specify it with URL or JSON.Search for MAPLIBRE GL JS and find something
suitable.

URL example

https://tile.openstreetmap.jp/styles/osm-bright-ja/style.json
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JSON example

"'version": 8,
"sources": {
"MIERUNEMAP": {
"type' raster",
"tiles": ["https://tile.mierune.co.jp/mierune_mono/{z}/{x}/{y}.png"l,
"tileSize": 256,
"attribution":
""Maptiles by <a href='https://mierune.co.jp/' target='_blank'>MIERUNE</a>, under CC BY. Data by <a href='https://osm.org/copyright' target='_blank'>0OpenStreetMap</a> contributors, under ODbL."

"id": "MIERUNEMAP",
"raster",
""MIERUNEMAP",

’
"maxzoom": 18
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Icon management

This is a screen that manages the icon.

Show‘ 0 v |entr\es

Icon Name * Code

2 test 983044

Showing 1 to 1 of 1 entries1 row selected
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foms ———Gomems

lcon It is an image of an icon.

Name Name when choosing.You can attach it freely.

Code icon code.
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Buon ———Gomems

Added Add a new icon.

Edit Edit the name of the selected icon.
Delete Delete the selected icon.
Help Display this help.

Close Close the setting screen.
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Icon editing screen

Edit icon

mdi-account ~
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lcon Select an icon.The name of the web font of the MDI icon.

Name Give the icon your favorite name.
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MIB management

This is a screen that manages SNMP MIB.

* Map B> Notify &3 Alanalysis IJ Location Conf 3% Icon t= MB

Show‘miv entries Search:|
Type Name File

O Int AGENTX-MIB conf/mibs/AGENTX-MIB.txt

O Int BRIDGE-MIB conf/mibs/BRIDGE-MIB.txt

@ Int DISMAN-EVENT-MIB conf/mibs/DISMAN-EVENT-MIB.txt

0 Int DISMAN-SCHEDULE-MIB conf/mibs/DISMAN-SCHEDULE-MIB.txt
O Int DISMAN-SCRIPT-MIB conf/mibs/DISMAN-SCRIPT-MIB.txt

® Int EtherLike-MIB conf/mibs/EtherLike-MIB.txt

0 int HCNUM-TC conf/mibs/HCNUM-TC.txt

@ Int HOST-RESOURCES-MIB conf/mibs/HOST-RESOURCES-MIB.txt
O Int HOST-RESOURCES-TYPES conf/mibs/HOST-RESOURCES-TYPES.txt

conf/mibs/IANA-ADDRESS-FAMILY-NUMBERS-

0 Int IANA-ADDRESS-FAMILY-NUMBERS-MIB
MIB.txt

Showing 1to 10 of 124 entries Prevluus|1\2 3 45 .. 13 Next

o 708) (2D
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Type Itis a type of built -in or reading.

Name MIB module name.
File It is a read file name.

Error An error when you read it.
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Couon ——comens

MIB Tree Displays MIB tree.

Help Display this help.

Close Close the setting screen.
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MIB tree screen

¥ .iso.org.dod.internet(.1.3.6.1)
directory(.1.3.6.1.1)
¥ mgmt(.1.3.6.1.2)

¥ mib-2(.1.3.6.1.2.1)
» system(.1.3.6.1.2.1.1)
¥ interfaces(.1.3.6.1.2.1.2)

ifNumber(.1.3.6.1.2.1.2.1:INTEGER)
» ifTable(.1.3.6.1.2.1.2.2)

i » at(.1.3.6.1.2.1.3)

1 v ip(.1.3.6.1.2.1.4)
ipForwarding(.1.3.6.1.2.1.4.1.INTEGER)

5 ipDefaultTTL(.1.3.6.1.2.1.4.2:INTEGER)

A 5 il ~L Ol inTa

The number of locally-addressed datagrams
A received successfully but discarded because of an

unknown or unsupported protocol.

ipinUnknownProtos(.1.3.6.1.2.1.4.7:Counter)
L ipInDiscards(.1.3.6.1.2.1.4.8:Counter)
ipinDelivers(.1.3.6.1.2.1.4.9:Counter)
ipOutRequests(.1.3.6.1.2.1.4.10:Counter)
I- ipOutDiscards(.1.3.6.1.2.1.4.11:Counter)
ipOutNoRoutes(.1.3.6.1.2.1.4.12:Counter)
ipReasmTimeout(.1.3.6.1.2.1.4.13:INTEGER)
ipReasmReqds(.1.3.6.1.2.1.4.14:Counter)
ipReasmOKs(.1.3.6.1.2.1.4.15:Counter)
ipReasmFails(.1.3.6.1.2.1.4.16:Counter)
4l ipFragOKs(.1.3.6.1.2.1.4.17:Counter) i
ipFragFails(.1.3.6.1.2.1.4.18:Counter)
ipFragCreates(.1.3.6.1.2.1.4.19:Counter)
» ipAddrTable(.1.3.6.1.2.1.4.20)
» ipRouteTable(.1.3.6.1.2.1.4.21)
» ipNetToMediaTable(.1.3.6.1.2.1.4.22)
ipRoutingDiscards(.1.3.6.1.2.1.4.23:Counter)
» ipForward(.1.3.6.1.2.1.4.24)
l ipvBlpForwarding(.1.3.6.1.2.1.4.25:INTEGER) J

i Ll Doty lilleom] it 4 £19144 900 Intanar2 D)
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File in the datastore

You can customize it by saving the following files in the data folder.

e e

Database file.If it does not exist, it will be created

TWSNMPFK.db _

automatically.
Services.txt This is a file to use the service name conversion.(Optional)
Mac-vendors- Mac A database that indicates the relationship between the
export.csv MAC address and the vendor name.(Optional)
Polling.json Polling settings (optional)
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mail_test.html
mail_notify.html
Mail_repot.html
EXTMIBS/*

Copyright (c) 2023 Masayuki Yamai

Notification test mail template (optional)
Notification mail template (optional)
Template of report mail (optional)

Additional reading extended MIB (optional)
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Usage

Usage of twsnmpfk:
—caCert string
CA Cert path
—clientCert string
Client cert path
—clientKey string
Client key path
—datastore string
Path to data store directory
—kiosk
Kisok mode(frameless and full screen)
—lang string
Language(en|jp)
—lock string
Disable edit map and lock page(map or loc)
—-maxDisplLog int
Max log size to diplay (default 10000)
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—-netflowPort int

Netflow port (default 2055)
—ping string

ping mode icmp or udp
—-sFlowPort int

sFlow port (default 6343)
—-sshdPort int

SSH server port (default 2022)
—-syslogPort int

Syslog port (default 514)
—tcpdPort int

tcp server port (default 8086)
—trapPort int

SNMP TRAP port (default 162)
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dataStore

Kiosk

lock <page>
Maxdisplog <number>
ping <Mode>
syslogPort <PORT>
trapPort <Port>
sshdPort <Port>

Copyright (c) 2023 Masayuki Yamai

Datstore Pass

Kiosk mode (frameless, full screen)
disable edit map and show fixed page
Maximum number of logs (default 10000)
Ping operation mode (ICMP or UDP)
Syslog receiving port (default 514)

SNMP TRAP Reception port (Default 162)
SSH server port (Default 162)
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sshdPort <port>
netflowPort <port>
sFlowPort <port>
tcpdPort <port>

Copyright (c) 2023 Masayuki Yamai

SSH Server Receive Port (Default 2022)
NetFlow/IPFIX receive port (default 2055)
sFlow receiving port (default 6343)

TCP log receiving port (default 8086)
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